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PharmaEssentia Corporation Privacy Policy

PharmaEssentia Corporation (“PharmaEssentia”) is firmly committed to and places the 

utmost importance on safeguarding your personal data and protecting your privacy rights. 

This Privacy Policy (“Policy”) sets forth our dedication to helping you to understand how 

PharmaEssentia collects, processes, uses, and safeguards your personal data

1. Scope of Application

1.1 This Policy applies to all personal data collected, processed, and used by 

PharmaEssentia, including the personal data collected by PharmaEssentia under the 

following circumstances:

• The personal data provided by you when you use or access PharmaEssentia’s official 

website, or official webpages official web channels hosted by PharmaEssentia on 

third-party media platforms;

• The personal data required by applicable laws or by the nature of the service when 

you use PharmaEssentia’s products or services; and

• The personal data directly provided by you to PharmaEssentia through its branches, 

subsidiaries, suppliers, partners (including but not limited to business entities and 

governmental authorities), or affiliates engaged by or cooperating with 

PharmaEssentia, for the purpose of achieving specific purposes.

1.2 This Policy does not apply to any entities not owned or controlled by PharmaEssentia, 

nor to personnel not employed or managed by PharmaEssentia. In particular, it does not 

apply to personal data you provide when logging into third-party platforms operated by 

PharmaEssentia, or any third-party websites linked from PharmaEssentia’s website.

2. Categories of Personal Data Collected

2.1 When you use PharmaEssentia’s products, receive its marketing or other services, or 

participate in its events, PharmaEssentia may collect personal data within the necessary 

scope as required by law or by the nature of the service. Depending on the nature of the 

interaction, the types of personal data may include your name, personal or professional 

contact information (e.g., telephone number, address, email address), job title (including 

department and organization), educational and professional background, industry, date of 

birth, national identification number and other personal data. If you provide personal data 
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pertaining to others, you must ensure that you have obtained proper authorization and 

consent from the data subject and ensure the accuracy and lawfulness of such personal 

data.

2.2 When using PharmaEssentia’s website, PharmaEssentia will automatically collect 

server log data from your browser, including but not limited to your Internet Protocol (IP) 

address, cookie data, access logs, time of use, browsing history, and clickstream data.

3. Use of Personal Data

3.1 PharmaEssentia may collect, process, and use your personal data for the following 

specific purposes in accordance with applicable laws:

• To communicate with you through various means, including physical mail, email, 

telephone, fax, mobile notifications, or text messages;

• To provide information related to our services or products, including but not limited to 

disease education, seminars, lectures, event updates, promotional materials, or 

business communications; and

• To obtain your feedback on our services and events.

3.2 PharmaEssentia will use your personal data only for the specific purposes for which it 

was collected and within the scope permitted by law. Your personal data will not be used for 

other purposes without your consent. Unless your prior consent has been obtained or as 

otherwise required by law, PharmaEssentia will not disclose your personal data to any third 

party.

3.3 Where it is necessary to engage affiliates or third parties (e.g., logistics providers, 

payment processors, IT system providers, medical institutions, or government authorities) 

to assist in the provision of services involving the processing of personal data, 

PharmaEssentia will implement appropriate contractual and supervisory measures to 

ensure the security and confidentiality of your personal data.

4. Data Protection Measures

PharmaEssentia attaches paramount importance to the protection of personal data and 

adopts strict security measures to safeguard personal data. All networks, systems, software, 

and personnel involved in the collection, processing, or use of personal data fall under 

PharmaEssentia’s information security framework. Security measures include:
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• Segregated user accounts with non-shared credentials;

• Access control ensuring only duly authorized personnel may process personal data;

• Security technologies such as encryption, firewalls, data loss prevention (DLP), and 

endpoint detection and response (EDR) systems for intrusion detection and incident 

response.

In addition, internal staffs shall receive regular trainings regarding data protection and 

confidentiality. Any employee who breaches confidentiality obligations shall be subject to 

disciplinary actions and legal liability.

5. Data Sharing

PharmaEssentia strictly prohibits the unauthorized sharing of your personal data with third-

party vendors unless:

• You have explicitly consented to such sharing; or

• It is required by law or pursuant to a lawful order by a competent governmental 

authority.

To protect your privacy and that of others, PharmaEssentia will not disclose personal data 

of third parties upon your inquiry.

6. Use of Cookies

PharmaEssentia’s website uses cookies to record and analyze user behavior to improve 

website functionality and optimize user experience. The data collected through cookies is 

used solely for statistical analysis to enhance PharmaEssentia’s website content, systems, 

products, and services.

7. Your Rights to Your Personal Data

To protect your rights and interests, you are entitled to exercise the following rights regarding 

your personal data:

• Right to withdraw consent (Opt-out): You may withdraw your consent to the use 

of your personal data at any time, unless otherwise provided by law.

• Right to object/consent (Opt-in): PharmaEssentia will only collect, process, or use 

your personal data for specific and legitimate purposes with your consent, unless 

otherwise required by law.
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• Right to access: Subject to applicable laws, you may request access to or copies of 

your personal data held by PharmaEssentia.

• Right to rectification: Subject to applicable laws, you may request the correction or 

supplementation of your personal data if it is inaccurate or incomplete.

• Right to erasure: Unless otherwise provided by law or a valid contractual 

relationship between you and PharmaEssentia remains in place, you may request 

the deletion of your personal data.

• Right to data portability: As a highly regulated industry, PharmaEssentia will not 

transfer your data without your consent.

8. Period of Data Retention

PharmaEssentia will retain your personal data in accordance with its internal data retention 

policies and applicable laws, for the period necessary to fulfill legitimate and lawful business 

purpose.

9. Secondary Use of Personal Data

PharmaEssentia collects, processes, and uses your personal data strictly in accordance 

with the Personal Data Protection Act, and PharmaEssentia will continuously monitor and 

manage the status thereof. PharmaEssentia will not make any secondary use of the 

personal data we collected.


